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Abstract 

onsequent upon advances in networking technology is the emergence of converged networks, 

enabling a new generation of integrated data and voice application. Voice over Internet 

Protocol (VoIP) networks are converged multiservice systems in which various class types 

(CTs) broadly classified as real time and non-real time, share the converged transmission and 

management infrastructure as well as other resources of the network. Real-time traffics are delay-

sensitive. Cyber-physical computer systems (CPCS) are new generation of systems which find 

application in industrial/process control and automation systems. Information generated by CPCS is 

generally classified as critical data and are therefore delay-sensitive. The volume of data generated by 

these emerging systems will continue to increase the load on the converged network. This work 

therefore  proposes an optimized hybrid scheduling architecture that evaluates, polices, classifies and 

maps incoming IP flows into different class types. Using packet loss probability and end-to-end packet 

delay quality of service metrics, the work evaluates the performance when high volumes of 

business/mission-critical data (B/MCD) and voice traffics are transmitted in constrained-bandwidth 

VoIP networks. Critical data is captured, separated from best-effort data and given due 

precedence/priority. A structured algorithm defining the different levels of abstraction was developed 

and described. Riverbed Modeler, version 17.5 was used to validate and simulate the performance of 

the hybrid scheduler.Comparison with those of Class-Based Weighted Fair Queue 

(CBWFQ), Application-Aware Scheduler (App-AS), Low Latency Queuing (LLQ), Contention-

Aware Temporary Fair Scheduling (CATFS) and  Low Latency and Efficient Packet Scheduling 

(LLEPS) algorithms respectively gave packet loss evaluation of 0.83%, 22.71%, 26.50%, 18.93%, 

24.22% and 6.81%. Delay evaluationrespectively gave3.13%, 21.09%, 22.65%, 21.88%, 10.94%, and 

20.31%. These results show that the hybrid architecture achieves betterpacket-loss probability and 

latency than similar existing schedulers. Comparison of the impact of different coding schemes on the 

performance of the proposed model respectively gave packet loss evaluation of 60%, 33.33% and 

6.67%for G.711, G.726 and G.729.Delay evaluation respectively gave34.19%, 33.86% and 31.94%. 

These results show that the G.729 coding scheme offers lower packet loss and better end-to-end delay 

at 8kbps bit rate and therefore guarantees better network QoS performance. 
 

Keywords: Critical data, hybrid scheduler, cyber-physical computer systems, quality of service, 
structured algorithm, constrained bandwidth. 

 

1. Introduction 
Consequent upon advances in networking technology is the emergence of converged networks 

that has enabled a new generation of integrated data and voice applications.Cyber-physical 
computer systems (CPCS) are new generation of systems with integrated computational, networking 
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and physical capabilities that can interact with humans through many new modalities [1]. These 
systems find application in industrial and process control systems, cloud robotics and automation as 
well as in medical devices and systems among others. Information generated by CPCS is generally 
classified as critical data and are therefore delay-sensitive. The volume of critical data generated by 
these emerging CPCS will continue to increase [2, 3]. However, the original Internet architecture was 
designed to transport best-effort traffic and therefore would not guarantee quality of service (QoS) 
for delay- (or time-) sensitive traffics over wired and wireless networks. So, one of the underlying 
reasons for QoS into the Internet is the desire to provide high-quality support for delay-sensitive 
traffics such as all critical data (classified in this work as business/mission-critical data (B/MCD)), 
Internet Protocol (IP) voice and video services. When the traffic load level is low, the network 
delivers a high quality of service. As the load levels increase, the network congestion levels increase, 
and service-quality levels decline uniformly, [4]. Thus, it is expected that network administrators 
should be able to ensure their networks meet the stringent requirements for QoS of B/MCD and 
voice traffics especially in terms of end-to-end packet delay and packet loss. 

The focus of most converged network strategies is Voice over Internet Protocol (VoIP) [5, 6]. VoIP 
networks are multiservice systems in which various class types (CTs) share the transmission, 
connection/transport switching, management, and other resources of the network. Class types are 
broadly classified as real time and non real time, which include various groupings and aggregations of 
services, such as B/MCD, voice, video and best-effort data. Business/mission critical data 
includeremote industrial/process control systems and automation, electronic voting systems, remote 
medical monitoring systems,real-time online purchases, security alerts, bank transfers, weather 
forecasts, remote/emergency environmental monitoring, disaster alerts, military commands, and so 
on. The interesting reality is that converged networks promise to deliver lower operating costs and 
easier service deployment [7]. Hence, optimization of the QoS obtained in VoIP networks has 
become one of the industry’s research priorities. Again, only a hybrid scheme can effectively solve 
the transmission impairment factors of the converged networks [8, 9]. 

This work presents the validation an optimized critical dataand voice hybrid scheduler (CDVHS) for 
cyber-physical computer systems in constrained-bandwidth VoIP networks. A number of factors 
contribute to constraints or bottlenecks in the available bandwidth. These constraints impede 
optimal network performance. In the Nigerian Telecommunication Industry for example, the poor 
state of functional broadband access networksis primarily responsible [10, 11, 12].The work 
therefore investigatespacket loss probability and end-to-end packet delay performance when high 
volumes of business/mission-critical data and voice traffics are transmitted inconstrained-bandwidth 
VoIP networks. The impact of different coding schemes on the performance of the proposed hybrid 
architecture was also investigated. Hence, comparative analyses ofpacket loss probability and end-
to-enddelayQoS performance parameters were carried out with G.711 (64kbps), G.726 (32kbps) and 
G.729 (8kbps) coding schemes. The architecture evaluates, polices, classifies and maps incoming IP 
flows into different class types. Critical data is captured, separated from best-effort data and given 
due precedence/priority. The proposal incorporates adequate congestion control mechanisms to 
accommodate all applications running in the network. Using the top-down design approach, a 
structured algorithm defining the different levels of abstraction was developed and analyzed. 
Riverbed Modeler, version 17.5 [13] was used to validate and simulate the performance of the hybrid 
scheduler.Packet loss probabilityand end-to-end packet delay QoS metrics are used to evaluate the 
performance of the proposed model. The proposed architecture is hereby implemented on a wired-
network topology [9]. 
 

2. Earlier Proposals 

Earlier optimizationproposals [14, 15, 16, 17, 18, 19, 20, 21, 22] of the QoS of VoIP networks 
havefocused on granting higher preference/priority to voice traffics and lumping all data traffic flows 
together. However, giving strict preference to voice traffic flows in an IP network imposes serious 
constraints on the fair utilization of the available bandwidth to other contending flows, especially to 
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business/mission-critical data (B/MCD). The growing evolution of CPCS, whereby embedded 
computers and networks monitor and control physical processes, has brought with it the need for 
frameworks, algorithms, methods and tools to satisfy the high reliability and security requirements 
for the heterogeneous cooperating components in the system [1]. Due to the criticality of CPCS, they 
are often required to be high-confidence [2]. Again, in these days of threatening global economic 
recession and socio-political insecurity, electronic military commands, industrial/process remote 
control, electronic businesses/services as well as distress/emergency alerts arising from re-occurring 
global natural disasters, the need to separate B/MCD from best-effort data flows has become 
imperative, especially in constrained-bandwidth networks [9]. In Nigeria for example, the public 
demand for the introduction of electronic voting machines in the reformed electoral system further 
justifies the separation of such critical data from best-effort data. 
 

3. Proposed Hybrid Scheduler Architecture 

The proposed hybrid scheduler architecture [9, 23, 24, 25] illustrated in Figure 1 comprises the 
Packet Classifier, the Token Bucket, the Differentiated Services (DiffServ) and the Weighted Round 
Robin (WRR) Scheduler modules [16, 26, 27, 19, 8]. The Packet Classifier module consists of two 
packet classifiers. Classifier1 is used to classify the packets of the incoming source traffic (p) into two 
main classes, namely: voice (p1) and non-voice (p2) flows [16, 28]. Packet Classifier2 is used to 
classify the non-voice flows into two other classes, namely: business/mission-critical data (B/MCD, 
p3) and others (p4 - consisting of video and remaining (best effort) data traffics). The essence of 
Classifier2 is to capture and accord all business/mission-critical data traffics the necessary 
precedence/priority they deserve. 

 

 

Figure 1:The proposed optimized hybrid scheduler architecture 

Network traffic flow and packet distinguishing is implemented by the input service routine 
architecture, which applies traffic congestion avoidance controls [29, 30] to the incoming flows and 
places incoming packets into separate queues for subsequent processing by inspecting the type-of-
service (TOS) [31] bits in the packet IP header. Non-preemptive priority scheduling discipline is 
employed for forwarding voice and business/mission-critical data (B/MCD) traffics to the Token 
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Bucket. This implies that there is no interruption to any traffic being transmitted through the Bucket. 
Voice traffic is classified into the high priority class while B/MCD traffic is classified into the low 
priority class at the output queue. 

The Token Bucket module is used to split the incoming voice or business/mission-critical data 
traffic into two sub-flows [16]. The first sub-flow is a well shaped flow with maximum rate equal to γ 
bits/second generated by the Token Bucket. The second sub-flow is the packet (p6) - still of voice or 
business/mission-critical data traffic) rejected by the Token Bucket. In the DiffServ module, video 
traffic is mapped to Assured Forwarding (AF) traffic class. Voice or business/mission-critical data 
traffic, which was rejected from the Token Bucket is mapped to the Expedited Forwarding (EF) traffic 
class. The remaining data traffic (such as email, file transfer, and so on) is mapped by default to the 
Best Effort (BE) class. The WRR scheduler module is used to adaptively regulate the bandwidth 
utilization among the competitive traffic flows from the DiffServ module. The output (constrained) 
bandwidth is divided into two parts, namely: the reserved (dedicated) link and the shared link. The 
reserved link is used to service the specified portion of voice or business/mission-critical data traffic 
from the Token Bucket. The shared link is used to service the other traffics as scheduled fairly and 
adaptively by the WRR scheduler. 

 

4. Developed Algorithm for the Proposed Scheduler 

The top-down design approach was used to develop a structured packet scheduling algorithm 
that defines the various activities performed at every level of abstraction (module). This is presented 
in the signal flowchart [32] of Figure 2. 

 
 

Figure 2:  The structured signal flowchart of thedeveloped scheduler 
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5. Validation and Simulation of the Hybrid Model 

The proposed QoS-based model is hereby validated and simulated with Riverbed Modeler, version 
17.5 [13]. Figure 3 [9] illustrates the network topology used for the validation and simulation. Voice, 
B/MCD, video and data source (generator) nodes were respectively configured with type of service 
(ToS) 1, 2, 3 and 4. These nodes are connected to the edge switch (N5), which in turn is connected to 
the edge router (N6), all at the sender end. The edge router is then connected to the network via a 
constrained (bottlenecked) bandwidth. The connection is similar but reversed at the receiver end. 
The edge router (N7) connects the edge switch (N8), which in turn connects the voice, B/MCD, video 
and best-effort data sinks. 

 

 
 

Figure 3:The simulation network topology. 
 
The marking of packets is performed by the edge switch (N5) while scheduling of packets through 

the network is performed by the edge router (N6). The link capacity between the source nodes and 
edge switch A (N5) is 100Mbps while that between N5 and N6 (edge router) is 1Gbps. The capacity of 
the bottlenecked-link is 2Mbps. Using end-to-end packet delay and packet loss probability quality of 
service (QoS) metrics, the performance of the proposed hybrid architecture was compared with 
those of the Class-Based Weighted Fair Queue (CBWFQ) algorithm; Application-Aware Scheduler 
(App-AS) algorithm; Low Latency Queuing (LLQ) algorithm; Contention-Aware Temporary Fair 
Scheduling (CATFS) algorithm and Low Latency and Efficient Packet Scheduling (LLEPS) algorithm. 

 

6. Simulation Results and Discussions 

The results obtained from the simulation runs are hereby presented and discussed. The results 
ofpacket-loss probability and latency (or end-to-end packet delay) performance metrics of the 
proposed optimized hybrid architecture were compared with those of Class-Based Weighted Fair 
Queue (CBWFQ) algorithm; Application-Aware Scheduler (App-AS) algorithm; Low Latency Queuing 
(LLQ) algorithm; Contention-Aware Temporary Fair Scheduling (CATFS) algorithm and  Low Latency 
and Efficient Packet Scheduling (LLEPS) algorithm. 

Figure 4 [9] shows the packet loss probability performance evaluation of the proposed algorithm 
compared with those of CBWFQ, App-AS, LLQ, CATFS and LLEPS algorithms. The packet loss 
probability is plotted against time, when 70% (of total source intensity) input data rates of voice and 
B/MCD traffics are transmitted with 30% (of total source intensity)input data rates of video and best-
effort data over the network during one simulation run from one domain in the network. The Figure 
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shows that the proposed hybrid QoS-based model guarantees lower packet loss probability thereby 
ensuring optimized network performance. 

 

  
 

Figure 4:Packet loss probability performance evaluation of proposed algorithm  
compared with CBWFQ, App-AS, LLQ, CATFS and LLEPS algorithms 

 
Figure 5 [9] shows the comparison of packet loss probability plotted against total source load 

intensity for the proposed algorithm with CBWFQ, App-AS, LLQ, CATFS and LLEPS algorithms. From 
the packet loss metrics generated from the Riverbed modeler, the respective algorithms had pre-
fixed multiplier factor (10-4) for the individual datasets. Now, by resolving the multiplier, the 
Proposed, CATFS, App-As, CBWFQ, LLEPS and LLQ algorithms respectively have packet losses under 
the incremental or varied source load intensities as 0.83%, 24.22%, 26.50%, 22.71%, 6.81%, and 
18.93%. This behavior shows that both the proposed algorithm and LLEPS have the most reliable 
packet loss statistics with the proposed having the least packet loss under the constrained-
bandwidth scenario. 

 

  
 

Figure 5:Validation plot of packet loss probability against total source intensity 
for the proposed, CBWFQ, App-AS, LLQ, CATFS and LLEPS algorithms 

 
Figure 6[9, 23] shows the end-to-end packet delay performance evaluation of the proposed 

algorithm compared with those of CBWFQ, App-AS, LLQ, CATFS and LLEPS algorithms, when 70% (of 
total source intensity) input data rates of B/MCD and voice traffics are transmitted with 30% (of total 
source intensity)input data rates of video and best-effort data over the network during one 
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simulation run from one domain in the network.The Figure shows that the proposed QoS model 
guarantees better quality assurance in terms of packet delay. 

 

  
 

Figure 6:End-to-end packet delay performance evaluation of proposed algorithm  
compared withCBWFQ, App-AS, LLQ, CATFS and LLEPS algorithms 

 
Figure 7[9, 23] shows the comparison of end-to-end packet delay plotted against total source load 

intensity for the proposed algorithm with CBWFQ, App-AS, LLQ, CATFS and LLEPS algorithms. From 
the delay metrics, the Proposed, CATFS, App-AS, CBWFQ, LLEPS and LLQ  algorithms respectively 
have 3.13%, 21.09%, 22.65%, 21.88%, 10.94%, and 20.31% delays. This shows that the proposed 
scheduler offers better traffic provisioning in constrained-bandwidth networks considering the 
incremental source traffic intensities. 

  
 

Figure 7: Validation plot of end-to-end packet delay against total source intensity  
for the Proposed, CBWFQ, App-AS, LLQ, CATFS and LLEPS algorithms 

 
Figure 8shows a comparative analysis of the impact of the coding schemes on the performance of 

the proposed model in terms of packet loss probability. From the Riverbed statistic engine script, the 
plot of G.711, 726, and 729 offered 60%, 33.33% and 6.67% respectively. The Figure shows that 
G.729 guarantees lower packet loss in the network, thereby validating the optimal performance of 
the proposed QoS-based hybrid model. 
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Figure 8: Average packet loss probability evaluation using G.711, G.726 and G.729 coding schemes 

Figure 9 shows a comparative analysis of the impact of the coding schemes on the performance of 
the proposed hybrid model in terms of end-to-end packet delay. In the network, the variation of the 
source intensities gave 34.19%, 33.86% and 31.94% respectively for G.711, G.726 and G.729. The plot 
shows that the G.729 coding scheme offers the best end-to-end delay at 8kbps bit rate and therefore 
guarantees better network QoS performance. Recall that of the three coding schemes investigated, 
the G.729 has the least bit rate. This fact further validates the optimal performance of the proposed 
QoS model. 

 

 

Figure 9: Average end-to-end delay evaluation using G.711, G.726 and G.729 coding schemes 
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CONCLUSIONS 

In this paper, the validation of an optimized QoS-based critical dataand voice hybrid scheduler for 
cyber-physical computer systems in constrained-bandwidth VoIP networks has been presented. 
Packet loss probability andend-to-end packet delay quality of service metrics were used to evaluate 
the performance of the proposed algorithm.  Comparison with those of Class-Based Weighted Fair 
Queue (CBWFQ), Application-Aware Scheduler (App-AS), Low Latency Queuing (LLQ), Contention-
Aware Temporary Fair Scheduling (CATFS) and  Low Latency and Efficient Packet Scheduling (LLEPS) 
algorithms respectively gave packet loss evaluation of 0.83%, 22.71%, 26.50%, 18.93%, 24.22% and 
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6.81%. Delay evaluation respectively gave3.13%, 21.09%, 22.65%, 21.88%, 10.94%, and 20.31%.  
These results show that the hybrid architecture achieves lower packet-loss probability and better 
latency than similar existing schedulers. Comparison of the impact of different coding schemes on 
the performance of the proposed model respectively gave packet loss evaluation of 60%, 33.33% and 
6.67% for G.711, G.726 and G.729. Delay evaluation respectively gave34.19%, 33.86% and 
31.94%.These results show that the G.729 coding scheme offers lowerpacket loss and better end-to-
end delay at 8kbps bit rate and therefore guarantees better network QoS performance. These facts 
further validate the optimal performance of the proposed QoS modelwhen high volumes of 
business/mission-critical data and voice traffic flows are transmitted in constrained-bandwidth VoIP 
networks. This work has confirmed the fact that only a hybrid scheme can effectively solve the 
transmission impairment factors of the converged networks. The proposed model was designed in a 
modular form for easy manipulation. It is structured to be simple and easy to understand. The 
structure also makes the architecture robust and consistent in its operation.The design ensures that 
adequate precedence is given to all critical data and voice traffics running on the network. Adequate 
control mechanisms were incorporated in the structured algorithm for optimal network stability, 
such that the packet arrival rate is less than the maximum departure rate. The token bucket 
regulates the traffic via the reserved link while the weighted round robin scheduler regulates the 
traffic via the shared link. The model also ensures that adequate fairness in resource allocation and 
utilization is maintained. This implies that the optimized performance of the proposed scheme 
guarantees a graceful tradeoff between priority (to all critical data and voice traffic flows) and 
fairness (to all network traffics flows) in a constrained-bandwidth VoIP network. The simulation of 
the proposed architecture was done on a wired-network topology in this paper. A second stage of 
implementation on wireless-network topology will increase its robustness to more applications in 
cyber-physical computer systems and enhance its performance on mobile devices. 
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